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T LR 51%.

WA RR, FES2 U5 A, 6 RVEAT R iR R B — - A As b T 33— D AR 2
A8%IMZ Vi F R, SHIRVEAT A I BURE LA AT 22 DI T — AN E E K L2 o SR IR sE L
TREHR VAR LW, IRVEAT A BRI T 129%7E P E L 551247, 11%/EdEM ki, LU 10%
FERL T RINMNIZE . ZUTERR, A TBREVELIRE G I 6 8 S (A b DR, R Ik 2 [ 55 n] g A gt o
AWG IS

A, AR, ANE AT V2 B R IN %IRRT AT VA ZE I 5N 2 X e Al ok
BHIPRR . R =70 2 . (63%)1E 5 B i D[R A2 Ag AL Ay, SR EERIFANTE H] T A 12 A
T E S Al ]

SR, IRZ A w ERBA A I A 35 VAT A DGR XU, e 2D 2 (47%) I 32 U 5 2
ANABAT T A5 /L B8 2B R RSR PRI AE I 78 & AN OIS AT D, T 53 8k 2% 7 AT 2 1P A T
B, IFHARE T LM IR ST . 0 T i CEMZIRVEAT A AR, W19
TR R 0 B2 BT v BE R 2, 0 22%,  ACER A B HoAl rh A LRI 11%, Kroll 23
w) AT ko KA B AT RIRVEAT A EEBIAEAL 36 RPHAIE AR HBIX AT 50% %) 60 2 [, TE
R b DRI E S S X U R 71%

EHRE 4P PR LL RN

KYi:ZDnet

S Al ANV IEARA NBESCTR tH, To2 SE A0 b 9 11 5 BRI R B R Bt AT, AMEVF 2 A%
Bl WMMERS . BOE S5 HRIT A de o ERIRSS, HRVFZ ZE WA B& M LM Dhag. A
—UEEANE I TR, VR MG IR RINZ 2 rit, AMAZEREANE, HRiEfRE
LB A TC XIFRAT IR AE o

LRI, BB N L W 2% T 85 F LU DA 5 2502

T BB TR %5

R BRI PTAT IO I 2 A7 U (Access Point), LA, 2> ML A2 T IOARMER], H
B0 2 P58 T 2 A AU B

A sk R BRI BT =0 IRRILE AR,

E-mail: secdoctor007@163.com EiE: 01064126291 http://www. secdoctor. com *39



ZEAR - — PEEERLELN 20104 12 B - % 4 8

T MANRERFR R &

W SRR AR — A I M 2 B A e AU — MM E A I %, I HE R AN
WA TCL A T o 457 SR IR DR B 45 TS 9 S0 IE B AP IR A 1R, 2 U 0%
PR S RRR I OV R B £ 3 FIs . IO, R AT A5 O N0, B RN 2
HHE SN

B AN . IRy, I AR

HE=: WEP &L

AR BRI WEP BRI, SRS Ar B & 5% 7 L IRl 47 R U R AL
F AR Sets, v ReARAE LA JUR I R A REmi A, (R 28 R 3 X Bk T TR EU N e rT
A -

Bl AR . By, I AR

TN firR# B

AR BRSO UL, R AR MR I AR I A, LA A A P I g A [ ) AR A
FAN 2% (VPN) IR S5 35 (A1 SSH) o #7752 T 8 TEER MG A5 0T, B MRS B 42 Rt MR R, A2 5%
HE L RS A .

Bl AR . BB Sy, I AR

RERGAARF AR E 11 TREHRER

Kii:cnbeta

P E T AL A ) CitySights NY BRI SG, FEEEUT 11 J79REAT RS54,

CitySights NY K 5 AN&oR, MAEATH saL AT A28t MR 44, SRICT #E44, Mk, w5~
MR F - RIKS . BE BAME - REGUEAS AR R X U85 B2 BUH T I R R IE ).

CitySights NY J& ZH 24044 BRI 8 ) o i w) TP R 4 e iz ks g i, A% )
G b Bt —4F A5 R M0 R 55 0 2 A DG B 5

CitySights NY [FJREZF] Twin America K78, 1A ) LEAE ] T LI 2 005 Tt R 3 v B0 1 22 4
P, HETCEEB 7RSSV I BOF 222 1B kb, s R OB RE

E-mail: secdoctor007@163.com EiE: 01064126291 http://www. secdoctor. com « 40



RE[R—PEEERLELN 2010412 8 - £ 41

HEHPR R

Microsoft confirms IE flaw, not yet being exploited

KiE: scmagazineus 4%

Microsoft has confirmed the presence of an unpatched vulnerability in all supported versions of its
Internet Explorer (IE) browser.

The software giant on Tuesday evening EST released a security advisory, acknowledging the flaw that,
if exploited, could result in the execution of remote code. The bug impacts IE versions 6, 7 and 8.

"The vulnerability exists due to the creation of uninitialized memory during a CSS [style sheets]
function within Internet Explorer," the advisory said. Users can be exploited if they visit a web page
hosting the exploit.

Microsoft is not aware of any in-the-wild attacks targeting the vulnerability or of any affected
customers, Carlene Chmaj, senior response communications manager for Microsoft's Trustworthy
Computing group, said in a blog post.

But proof-of-concept code exists. A video demonstrating code execution was posted Monday by
Offensive Security, a provider of security tools and training. And on Wednesday, exploit code was
published as part of the open-source Metasploit hacking toolkit.

Although the flaw is able to bypass two built-in Windows security features, Data Execution
Prevention (DEP) and Address Space Layout Randomization (ASLR), IE Protected Mode for Vista and
subsequent versions of Windows "helps to limit the impact of currently known proof-of-conce pt exploits,"
Chmaj wrote.

Microsoft is next due to release security fixes on Jan. 11. As of now, the company has no plans to
issue an out-of-cycle patch for this vulnerability.

"However, we are monitoring the threat landscape very closely," Chmaj wrote.
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