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linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2
linux, kernel, 2

linux, kernel, 2

.31, rc8;
L3315
.32.8;
.32.9;

.32.10;

.31.10;
L3111
.31.12;
.30.9;
.30.4;
.30, red;
.30.2;

. 30.6;

. 30. 8;
.30.7;
.30.5;

. 30.3;
.30, rcb;
.30, re2;
.30, rch;
. 30;
.30.1;
.30, rel;
.30, rc7-git6;
. 30.10;
. 29.6;
.29.5;

. 29. 4;
.29.3;

.29.2;

.32.
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linux, kernel, 2. 6. 29. 1;
linux, kernel, 2. 6. 29;
linux, kernel, 2. 6. 29, gitl;
linux, kernel, 2. 6. 29, rcl;
linux, kernel, 2. 6. 29, rc2;
linux, kernel, 2. 6. 29, rc2 git7;
linux, kernel, 2. 6. 29, rc8-kk;
linux, kernel, 2. 6. 28. 5;
linux, kernel, 2. 6. 28, rc7;
linux, kernel, 2. 6. 28. 10;
linux, kernel, 2. 6. 28. 8;
linux, kernel, 2. 6. 28, rcb;
linux, kernel, 2. 6. 28, rc2;
linux, kernel, 2. 6. 28, rcl;
linux, kernel, 2. 6. 28, rc4;
linux, kernel, 2. 6. 28, rc3;
linux, kernel, 2. 6. 28.9;
linux, kernel, 2. 6. 28;
linux, kernel, 2. 6. 28. 4;
linux, kernel, 2. 6. 28. 1;
linux, kernel, 2. 6. 28.6;
linux, kernel, 2. 6. 28. 7;
linux, kernel, 2. 6. 28, git7;
linux, kernel, 2. 6. 28, rc6;
linux, kernel, 2. 6. 28. 3;
linux, kernel, 2. 6. 28. 2;
linux, kernel, 2. 6. 27, rc9;
linux, kernel, 2. 6. 27, rc8;
linux, kernel, 2. 6. 27. 20;
linux, kernel, 2. 6. 27. 8;
linux, kernel, 2. 6. 27. 23;
linux, kernel, 2. 6. 27. 24;

linux, kernel, 2. 6. 27, rcb;

.33.
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linux, kernel, 2. 6. 27, rc4;
linux, kernel, 2. 6. 27, rc7;
linux, kernel, 2. 6. 27, rc6;
linux, kernel, 2. 6. 27, rcl;
linux, kernel, 2. 6. 27, rc3;
linux, kernel, 2. 6. 27, rc2;
linux, kernel, 2. 6. 27. 10;
linux, kernel, 2. 6. 27.9;
linux, kernel, 2. 6.27.12;
linux, kernel, 2. 6. 27. 11;
linux, kernel, 2. 6. 27. 22;
linux, kernel, 2. 6. 27. 7;
linux, kernel, 2. 6. 27. 34;
linux, kernel, 2. 6. 27. 33;
linux, kernel, 2. 6. 27. 36;
linux, kernel, 2. 6. 27. 35;
linux, kernel, 2. 6. 27. 37;
linux, kernel, 2. 6. 27.5;
linux, kernel, 2. 6. 27.6;
linux, kernel, 2. 6. 27;
linux, kernel, 2. 6. 26. 1;
linux, kernel, 2. 6. 26. 3;
linux, kernel, 2. 6. 26.5;
linux, kernel, 2. 6. 26. 2;
linux, kernel, 2. 6. 26, rc4;
linux, kernel, 2. 6. 26. 8;
linux, kernel, 2. 6. 26. 7;
linux, kernel, 2. 6. 26.6;
linux, kernel, 2. 6. 26. 4;
linux, kernel, 2. 6. 26;
linux, kernel, 2. 6. 25;
linux, kernel, 2. 6. 25. 1;

linux, kernel, 2. 6. 25. 10;

.34.
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* 34

linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.

linux, kernel, 2.

.25.11;
.25.12;
.25.13;
.25.14;
.25.15;
.25.16;
.25.17;
.25.18;
.25.19;
.25.2;
.25.20;
.25.3;
.25.4;
.25.5;
.25.6;
.25.7;
.25.8;
.25.9;

. 24;
.24.1;
.24.2;
.24.3;

. 24. 4;
.24.5;
.24.6;
.24.7;
.24, rcl;
.24, rc2;
.24, red;
.24, rc4;
.24, rch;
.23.15;

.23.17;

.35.
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* 34

linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.
linux, kernel, 2.

linux, kernel, 2.

.23.16;
.23.11;
. 23.9;
.23.13;
.23.12;
.23.8;
.23, re2;
.23, rel;
.23;
.23.10;
.23.2;
.23.1;
.23.6;
.23.5;
.23.4;
.23.3;
.23.14;
.23.7;
.22;
.22.1;
.22.5;
.22, 4;
.22.7;
. 22.6;
.22.16;
.22.3;
.22.22;
.22.21;
.22.20;
.22.19;
.22.2;
.22.8;

.22.9;

.36.
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linux, kernel, 2. 6. 22. 14;
linux, kernel, 2. 6. 22. 15;
linux, kernel, 2. 6. 22. 17;
linux, kernel, 2. 6. 22. 18;
linux, kernel, 2. 6. 22. 10;
linux, kernel, 2. 6. 22. 11;
linux, kernel, 2. 6. 22. 12;
linux, kernel, 2. 6. 22. 13;
linux, kernel, 2. 6. 21. 4;
linux, kernel, 2. 6. 33;

linux, kernel, 2. 6. 33. 2;
linux, kernel, 2. 6. 33. 3;
linux, kernel, 2. 6. 33. 4;
linux, kernel, 2. 6. 33.5;
linux, kernel, 2. 6. 33. 6;
linux, kernel, 2. 6. 32. 20;
linux, kernel, 2. 6. 32. 19;
linux, kernel, 2. 6. 32. 18;
linux, kernel, 2. 6. 32. 17;
linux, kernel, 2. 6. 32. 16;
linux, kernel, 2. 6. 32. 15;
linux, kernel, 2. 6. 32. 14;
linux, kernel, 2. 6. 32. 13;
linux, kernel, 2. 6. 32. 12;
linux, kernel, 2. 6. 32. 11;
linux, kernel, 2. 6. 31. 14;
linux, kernel, 2. 6. 31. 13;
linux, kernel, 2.6.33.7;
linux, kernel, 2. 6. 34;

linux, kernel, 2. 6. 34. 1;
linux, kernel, 2. 6. 34. 2;
linux, kernel, 2. 6. 34. 3;

linux, kernel, 2. 6. 34. 4;

.37.
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* 34

linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.
linux, kernel, 2. 6.

linux, kernel, 2. 6.

34.5;
34.6;
34.7;
35;
35.1;
35.2;
35.3;
35.4;
36, rcl;
36, re2;

36, re3 PAHE SR RROA

Cisco I0S SSL VPN

LR 55

cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.
cisco, ios, 12.

cisco, ios, 12.

4mr;
4;
4gc;
4mda;
dmra;
4sw;
4xa;
4xb;
4xc;
4xd;
4xe;
4xf;
4xg;
AxJ;
4xKk;
4x1;
4xm;
4xn;
4xp;
4xt;
4xv;

4xw;

.38.
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cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 15.
ios, 15.
ios, 15.

ios, 15.

Axy;
4xz;
4ya;
4yb;
4yd;
Om;

Oxa;
1t;

1%281%29xb1;

3 cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
Cisco I0S A&
cisco,
Unified

cisco,
Communication

Manager % M4

155 I

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

L
1t;
1x1;
1xJ;
1x1;
1xm;
1xp;
Ixq;
1xr;
1xs;
1xt;
Ixu;
1xv;
Ixy;
lya;
lyb;
lyc;
lyd;
lye;
1yf;
lyh;
lyi;
2b:

2bw;

.39.
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* 34

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

2bx:

2by;

2¢z;

2dd;

2dx;

2ex;

2ira;
2irb;
2irc;
2ird;
2ire;
2ixa;
2ixb;
2ixc;
2ixd;
2ixe;
2ixf;
2ixg;
2ixh;
2mra;
2mrb;
2sbce;
2sca;
2schb;
2scce;

2scd;

2sxa;

.40.
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cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

2sxb;
2sxd;
2sxe;
2sxf;
2sy;
2s7;
2t;
2tpc;
2xa;
2xb;
2xc;
2xd;
2xg;
2xh;
2X1;
2xJ;
2xKk;
2x1:
2xm;
2xn;
2xq;
2XS;
2xt;
2xu;
2XV;
2XW;
2va;
2yb;
2yc;
2yd;
2ye;
2yt

2yh;

.41.



REAR - —EEERLELR

20104 9 A

* 34

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

2y3J;
2yk;
2y1:
2ym;
2yn;
2yt;
2yu;
2yv;
2yw;
2VX;
2yy;
2yz;
27¢;
2zd;
27e;
271
2zh;
223;
2z1;
22p;
2zu;

2zy;

2zya;

3;
3b:

3t;

3tpc;

3va;
3xa;
3xb;
3xc;
3xd;

3xe;

.42.
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* 34

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

3xf;
3xg;
3xX1;
3xJ;
3xKk;
3x1;
3xq;
3Xr;
3xs;
3xu;
3xw;
3xX;
3xy;
3xz;
3ya;
3yd;
3yf;
3yg;
3yh;
3yi;
3yJ;
3yk;
3ym;
3ya;
3ys;
3yt;
3yu;
3yx;
3yz;
3za;
43

4gc;

4md;

.43.
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cisco, ios, 12. 4mda;
cisco, ios, 12. 4mr;
cisco, ios, 12. 4mra;
cisco, ios, 12. 4sw;
cisco, ios, 12.4t;

cisco, ios, 12. 4xa;
cisco, ios, 12. 4xb;
cisco, ios, 12. 4xc;
cisco, ios, 12. 4xd;
cisco, ios, 12. 4xe;
cisco, ios, 12. 4xf;
cisco, ios, 12. 4xg;
cisco, ios, 12. 4x];
cisco, ios, 12. 4xk;
cisco, ios, 12. 4x1;
cisco, ios, 12. 4xm;
cisco, ios, 12. 4xn;
cisco, ios, 12. 4xp;
cisco, ios, 12. 4xq;
cisco, ios, 12. 4xr;
cisco, ios, 12. 4xt;
cisco, ios, 12. 4xv;
cisco, ios, 12. 4xw;
cisco, ios, 12. 4xy;
cisco, ios, 12. 4xz;
cisco, ios, 12. 4ya;
cisco, ios, 12. 4yb;
cisco, ios, 12. 4yd;
cisco, ios, 12. 4ye;
cisco, ios, 12. 4yg;
cisco, ios, 15. Om;

cisco, ios, 15.0s;

cisco, ios, 15. 0xa;

.44.
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* 34

cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

ios, 15.1t;
ios, 15. 1xb;
ios xe, 2.5.0;
ios xe, 2.5.1;
ios xe, 2.6.0;

ios xe, 2.6.1;

cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6.
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6.
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 6
cisco,unified communications manager, 7
cisco,unified communications manager, 7.
cisco,unified communications manager, 7
cisco,unified communications manager, 7
cisco,unified communications manager, 7.
cisco,unified communications manager, 7
cisco,unified communications manager, 7.

cisco,unified communications manager, 7

0;

1%281%29;
1%281a%29;
1%281b%29;
1%282%29;
1%282%29sul;
1%282%29sula;
1%283%29;
1%283a%29;
1%283b%29;
1%283b%29sul;
1%284%29;
1%284%29sul;
1%284a%29;
1%284a%29su2;
1%285%29;
0%281b%29;
0%281. 2114. 1%29;
0%281. 2121. 1%29;
0;

0%281%29;
0%281%29sul;
0%281%29sula;
0%282%29;
0%282a%29;
0%282a%29sul ;

0%282a%29su2;
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* 34

cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.
cisco,unified communications manager, 7.

cisco,unified communications manager, 7.

cisco,
cisco,

cisco,

unified communications manager, 7.
unified communications manager, 8.

unified communications manager, 8.

1%282a%29;
1%282a%29sul ;
1%282b%29 ;
1%282b%29sul ;
1%283%29;
1%283a%29;

1%283a%29sul;

1%283a%29sula;

1%283b%29;
1%283b%29sul;
1%283b%29su2;
0

0%281%29;

Cisco 10S Z4M

23 b 1k A fh s )

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

1
1t
1xi
1xj
1x1
1xm
1xp
1xq
1xr
1xs
1xt
1xu
1xv
1xy
lya
1yb
lyc
1yd
lye

1yf

.46.
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* 34

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.

ios, 12.

1yh
lyi
2b
2bw
2bx
2by
2¢cz
2dd
2dx
2ex
2ira
2irb
2irc
2ird
2ire
2ixa
2ixb
2ixc
2ixd
2ixe
2ixf
2ixg
2ixh
2mra
2mrb
2sbc
2sca
2sch
2scc
2scd
2sg
2sra

2srb

.47.
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* 34

cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,
cisco,

cisco,

ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
ios, 12.
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One million malware-infected spam HMTLs appearing every

day says Barracuda Networks

KR scmagazineus 24

Hackers are using an increasing variety of sophisticated attack vectors to infect internet users PCs,
and it seems that infected spam HTML is now being used as a carrier. In its latest attack vector analysis,
Barracuda Networks claims that it is now seeing more than a million instances a day of unwanted emails
containing malicious HTML attachments.

According to Dave Michmerhuizen, a security researcher with Barracuda Networks, hackers are trying
every trick in the book, from using trending news topics to sending deliberately vague messages, in the
hope that users will be curious enough to open the HTML.

"After all, what harm can an HTML file do?" he says, adding that the answer to this rhetorical
question is: "plenty."

In his security blog, Michmerhuizen notes that users have been warned for years of the potential
dangers associated with clicking on a file or link that arrives in an email. But, he says, many people assume
that an HTML file is just a web page and that web pages are safe.

"This assumption is misleading", he said, adding that on September 16, one of the latest campaigns
started with spam tied to current Google trending topic and which evolved over the next few days, with
subject lines changing from trend topics to more non-specific email subjects.

The bad news, the Barracuda Networks' researcher says, is that the attachments include 100%
obfuscated JavaScript which, when opened in a browser window, route users to sites such as fake video
codec sites that include malware executables rather than codec plugins.

The problem with many obfuscated JavaScript attachments, says Michmerhuizen, is that the absence
of any visual feedback means users have no idea what has just happened or that they have contracted one
of the most dangerous pieces of malware (Zeus) on the internet.

"So yes, a seemingly innocent HTML email attachment can do plenty of damage, and while quite

stealthy, definitely not harmless", he said.
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