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Visa improves security for online transactions

Source: www.infosecurity-magazine.com

Visa has launched a payment card in Europe to improve security for online transactions.

The CodeSure card contains a keypad and an eight-character display for showing a one-time passcode
for any Visa debit or credit card.

"As the cardholder is required to enter their Pin [personal identification number] for every online
transaction, the CodeSure card will prevent any unauthorised use", Visa said.

The company has taken the step because online transactions are more susceptible to fraud as they do
not use the Pin.

Online transactions often rely on information printed on the card and hackers who have these details
may be able to make a purchase online.

Visa's Verified by Visa and MasterCard's SecureCode systems provide additional security, but still rely
on a static password, which is vulnerable to hacker attacks.

The CodeSure card overcomes that vulnerability by displaying a unique one-time passcode after users
enter their Pin using the keypad on the card.

"This is an extremely convenient way to bring a similar level of security to payments online as we now
enjoy on the high street with chip and Pin", said Sandra Alzetta, head of innovation at Visa Europe.

The CodeSure card goes beyond online banking and shopping and also allows organisations to use
the card in place of other online log-in systems to access, for example, corporate virtual private networks,

she said.
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Google assures customers on clud security practices

Source: Computer weekly

Google has issued a white paper on the security of its Google Apps service to assure existing and
potential customers about the security of its cloud-based services.

The white paper includes information about Google's security practices, policies and technology that
support Google Apps, and attempts to counter the perception that Google's online services are less secure
than traditional on-premises systems.

Yale University in the US halted its move to Google's Gmail and Google Apps in March, citing security
and privacy concerns.

But Eran Feigenbaum, director of security at Google's enterprise group, said in a blog post that the
move is part of Google's move towards increased transparency.

"We are always improving and evolving the security of our systems, and we work every day to help
protect against new threats", he wrote.

Feigenbaum highlighted some of the key points in the white paper:

Google datacentres are protected by advanced physical security controls, and access to information is
monitored at multiple levels.

Google stores customer data in fragments across multiple servers and across multiple datacentres to
both enhance reliability and provide greater security than can be achieved by storing all data on a single
server.

Google performs software patching rapidly across identical server stacks to help keep users updated

with the latest patches.
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Administrators can set fine-grained access controls for documents, calendars, and other types of
information commonly stored in the cloud.

Operations at a vast scale can help detect security threats across the web early and prepare
appropriate defences.

System redundancy involves data replication across dis parate datacentres for availability and disaster

recovery.

B B IRIER P ik
MU AL T
— P EE R A L R R
B CERAT T NHIRS 2 AR, A ORAT BT = 22 2 IR S5 AT % R e % 1Y)
LA,

FI AR IR 2 A S . BORMBRIE R, JF BRI 20 7R 4 ik 55 LuAL e rE eI
FRJUREMNZ

FEUBERAAE 3 AT X 2RI RS, 451k T IR RGN RS, ) 4 SR AR A
N R G H

EIE AT sk AL AL 10 22 42 EAT Eran Feigenbaum, 7R85 HLUL “ IXRFE A% S 45 e i) 38 nads WA /%
K537

M5IE, “TATLE SR EHERATVRGE M 24, I HARA TR R ZHG U 87

Feigenbaum $i5 i T 1 52 1011 G :

B O BB ) B A IR IR B, LAAOWE BT R 2 B 2 Z IR I s . B
TEZAIRSS S EAFAE I 20 Bt o HLE 5 2 ANt rholy, DU S 4005 B rT SR 22 4 1,
XFELE T B At e — B RS 4% B 22 .

BANRSSAAEIATAH A AR AN T IR AR R DU, DUORFRZS - BB 159 31 SIS ¥ 55T

R 53R LA i B R Ao i e i SO, H, R AR SR A AT B

T EK PRI (R 45 ] DA B BRAT T LU A b P 2% b f 22 gy, LA B ARG 4 R B AL 46

HOR T CA AL EAN R B 2 I ST 7 AR, e 3k W 7 T — A s 1 g A v 5 —A
Je B VRS R KHEPE

.43.



REAR - —EEERLELR 2010 4E 6 5 + 28 2 1

ANV AERE

R RREBBEARERAF

FERAE BBARA PR 2 v & — K ATV TT R AR SS A EE A o 2 Al IR ARG AN AR,
IR55 hSeHpR A, SREEAMRRIEC) T A, NIRRT R, AEH T BSY, SCRAR R, 7
A F SIS T T A A S0 B A NS T 05 1 4 7= b R 55

IBAEARTR IR, BT T 2 By B BB 8 5. Bt 2 5E W
A SE IV ATARNE 5 IR T RIS S AR R R, B E. FRIETC. JUREZ AR cA 55, BT
HA RGN T RRET 0, A E TR, AR AREAT. TRMAT. rPEPGE. 5
FUE. NRH#A ZREX . i, B T AER L i E R B AT BOGORE .
LHARK . EANARERL AN R AL AL RO ARSI IR S5 RE DI AN A1 B
wi A T I R

AIP Jia: A7 7450 N FER ™ i, BeAb e R, NI, AT R s AL,
B2 Srsds il P e R (N 3T 0 /A e s Dl i

PDF 25 i BN TG 7T 2244 Acrobat Vi, D RIS IE I I 75 2220¢ . 9% 1) Acrobat Reader HI'nJ

SEHL
Office %5 %5: FAIRBEZALTIRE, BiFs R EH], Wby bl s AT IT . B B AP
7 AR IR BB o AESCRBUEAIRAT, RIS E LKA DI RE, W2 BRI T
Ko SCHPR R e R T 5.

BHCF AL TSR ATENEI D, REAKER TS UL I N AR B L.

SEFTFN AT, SZHF Windows Mobile F1 Windows CE &4t

I, 555, GUHT, R OZIATRERAAL L AR IR T ) A R

IR AR BRI A % SO A3 A . — anBEAE R EU) T B A M i) Dad A g, O

B R 9 A FRATTANRSS g

.44.



/R#S SRALH

"otz A REMEE+—BENSR—HEREBRERAR S NERGR "

;R EAS SR (Server System Reinforcement ) FRE B XL NBERELEETHE LR LRRIPHERBLEIDEGINER, Mo
ZEMITERZARM, DURFIAREHATE, S6L5GEELRem YN ARIVKAEENENHNREBRERENERR
EMRFR, SSREALHHROSTHAER, ERERFAREN RSB BRERGZHTNE, FNRBELSREEEPHN "=NH
i RN, KEMNAFPA#HRNRNEN, BENREXHERNEEHIENREE, MRALEEZEHNBERGHELBET
A, MEFERS. R, RPERGSNBERGOEBENTR, X—MINREBRAZRERRIREWN T BAE LSRN
KHiz=a, RUCGEREWHEN "REBREETR" , ARTERREFVEARNHF AN,

iR#SSR™=m AR

SSRitWkR: WAL ENBRERGREREZR TN “SHERR"
SSRMZEHR: TTfEERSFS AR EEHEFIL

SSREAMR: ABMENRGESITHE “Z&BR”

ERIhkE

WIRA £SR3 BB 55 R R I R oM Bt .

FAEREBREERURP=HITE AN =)
AR, SN IR S BR G B ,}5\. iNSPUr R4

RIEUSHELY . REY, REMRTHEM .

EHBAT REBRDREBNRL e | AROLReENt

MIRA EBSER R, BHRERRLRS Gy anind

RAFEERREE A

. 43
)

mw‘u,xl\ TR ERA36 2 &1 A E 13015 R4, 230061



