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Four Tips for Securing Social Media

ClO Zone By Laton McCartney
Facebook has more than 400 million users globally, and over 5 million Twitter messages are sent a
day in the U.S. Any CIO or CSO who believes he or she can monitor this volume of traffic -- or at least the
part of it that flows through their organizations -- and completely mitigate the risks is at best a cockeyed

optimist. Still, there are tools and techniques you can use to lower the danger levels. Here are four tips.
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Policies Are Not Enough

Some companies such as IBM post thorough corporate policy documents regarding social media
usage on their Web sites as step one in curtailing risk. Social media strategists, however, advise training
sessions, workshops and the like to discuss the risk factors in bringing Facebook, Twitter and others onto
the home court. There also needs to be follow-up and a means of alerting employees to any problems.
Companies such as Modern Media Leadership Institute put on workshops for professionals and executives
that address concerns like the legal issues involved with social media. The institute also puts out a social
media management newsletter to update social media users on emerging issues and developments.

Enforcement Tools

A number of vendors have come out with technologies for enforcing social networking security
policies. These include traffic filtering solutions, access controls and data loss prevention (DLP) tools.
Sophos, for example, offers encryption, access controls and data protection software for organizations
seeking to curtail malware, phishing and spam incursions from social media.

DLP vendor Fidelis Security Systems has introduced a tool that it claims provides the first controls to
understand the content and context of information posted to social network applications. This, says the
company, enables the use of social networking for business purposes while preventing leaks of digital
assets, intellectual property and identity.

Providers Add Muscle

At the same time, some social networking sites have beefed up their own security, or are trying to.
Earlier this year McAfee and Facebook entered into a partnership in which the two companies have jointly
created security solutions including McAfee security software, a customer scanning and repair tool as well
as educational material that Facebook will make available to its 400 million users McAfee is offering its
software on a complimentary 6-month subscription basis. Twitter has also added new security features it
says can detect, intercept and prevent the spread of bad links.

Foosball

With the "foosball" approach, social media users within an organization are permitted to use certain
servers for social media exchanges but other servers remain off limits. The U.S. Army employs a variation
of the approach, allowing users to access social media sites only through a non-classified Internet

network.
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